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Abstract

When an ambulance (AMU for short) is going toward
a hospital or an accident scene, if there is no traffic control
and other guidance supports, due to a traffic jam or other
reasons, the AMU may be unable to quickly arrive at the
destination. Then, the time at which the hospital can start
medically or surgically treating the injured people will be
delayed. The earlier the people can be treated, the lower the
mortality rate will be. To solve this problem, in this paper,
we propose a traffic control scheme, called the AMU traffic
control system (ATCS for short) , by which before an AMU
passes through a street/road intersection, the ATCS turns
the traffic lights to green so that the injured people can be
transported to a nearby hospital as soon as possible. While
the Regional Transportation Authority (RTA) and AMU
communicate with each other, the transmitted messages
are encrypted by random numbers and the RSA algorithm.
According to our analyses, the system can effectively
and efficiently protect the messages delivered through a
wireless channel.

Keywords: Ambulance, Security, Traffic lights, RSA, OP-
code table.

1 Introduction

In Taiwan, due to traffic accidents, more than 2,000 and
1,900 people died in 2010 and 2011, respectively. When
a traffic accident occurs, one of the most important things
to be dealt with is saving human’s life. To achieve this, an
ambulance (AMU for short) is often needed to transport
injured people to the hospital. However, when the AMU is
on its way, it may be stuck in a traffic jam. This will delay
the people to be medically or surgically treated. If police
can direct traffic or control traffic lights, the AMU can then
be driven in smooth traffic so that the injured people can
be sent to the hospital more rapidly. But this is infeasible,
since polices cannot stand on the street to control traffic
lights all day long.

On the other hand, there is a tight relationship between
the AMU response time and the mortality rate [1-5]. The
former is defined as the time period from the moment
when an AMU request is received by the operator to the
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moment when the AMU arrives at the accident scene [6-
10]. Some countries have implemented the standard of
the response time, in which the AMU should arrive at the
accident scene within a specific time period. For example,
in Montreal, Canada, the implemented standard for AMUs
run by “Urgences Santé” states that 90% of requests should
be served within 7 minutes [11]. The implemented standard
of the United States Emergency Medical Services Act [12]
shows that in urban (rural) areas, 95% of AMU requests
must be satisfied within 10 (30) minutes. In U.K., 75%
calls must be served within 8 minutes, and 95% category-B
(category-C) calls’ response time should be less than 14 (19)
minutes in urban (rural) areas [13]. However, in Taiwan,
there are still no legal rules concerning the response time.

[14-20] proposed different methods to reduce the
response time of an AMU. For example, in the AMU
location models [14-17], AMUs stand by at specific
locations so that they can arrive at the accident scene in
a predefined time period. However, these models cannot
solve the problem that the AMU may be stuck in a traffic
jam.

[18-20] classified AMUs into two classes, one-tier
and two-tier systems. In [18], a two-tier system providing
basic life support and advanced life support [18] has better
performance than that of an one-tier system. In [19-20],
a two-tier system’s cardiac arrest survival rate is higher
than that of an one-tier system. Therefore, in this study,
we propose a traffic control scheme, called the ambulance
traffic control system (ATCS for short), which as a two-tier
system turns the traffic lights of a street intersection into
green right before the AMU arrives at the intersection so
that the patients or injured people can be sent to a nearby
hospital as soon as possible.

The scenario is that when an accident occurs, an
informant calls the Regional Transportation Authority (RTA
for short), which is an institute responsible for processing
this type of requests, designating the most suitable AMU to
serve the request, planning the route to the destination from
AMU’s current position, and controlling traffic lights along
the route. In response, the RTA will retrieve the latitude
and longitude of the accident scene based on the caller’s
description, and then requests the most suitable AMU to go.
On receiving the request, the AMU leaves for the accident
scene, and RTA starts controlling the traffic lights along
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the route from the AMU’s current position to the accident
scene. RTA does the same when the AMU is going toward a
nearby hospital from the accident scene.

The rest of this paper is organized as follows. Section
2 describes the background and related work of this study.
Section 3 introduces a secure communication protocol that
AMU employs to interact with RTA. Section 4 analyzes the
security of the proposed system. Section 5 concludes this
paper and outlines our future work.

2 Background and Related Work

Many studies have tried to reduce the response time
of an AMU [14-17]. Most of them introduced specific
AMU location models. Brotcorne et al. [14] presented two
models, deterministic models and probabilistic models.
The former is invoked during the planning stage of a rescue
process for overlooking stochastic considerations regarding
the usability of AMUSs. The later simulates the behaviors of
those AMUs unable to respond the calls by using a queuing
system. Church and ReVelle [15] and Gendreau et al. [17]
proposed the coverage maximization models that use a
limited number of AMUs in the demand coverage. Toregas
et al. [16] employed the minimum number of AMUs to
cover all demands. In summary, these papers introduced
different methods to describe AMU’s location so as to
reduce the response time of an AMU. But when the AMU
was stuck in a traffic jam, these methods are not helpful.

Cheng [21] presented a model, in which AMUs,
hospitals and a Road-side Transportation Authority (RSTA
for short) were deployed. When a hospital, rather than
RTA, receives an AMU-requesting call, it communicates
with RSTA. RSTA then sends a session key (SK, xrs) to
the hospital. The hospital passes the key to the AMU. After
that, RSTA searches the shortest route to the accident scene
from the AMU’s current location, and sends the route to the
AMU. When arriving at the accident scene, AMU sends the
related information to RSTA. RSTA generates the shortest
route to the hospital, and delivers the route to the AMU. On
receiving this message, AMU starts for the hospital. But
when AMU was stuck in a traffic jam, it could not rush to
the accident scene or the hospital, either.

In this study, we propose the ACTS to dispatch the
most suitable AMU to serve the rescue task, and control
traffic lights to make traffic smooth so that the AMU can
go to the accident and the chosen hospital through smooth
traffic.

3 The AMU Traffic Control Scheme

The ATCS has six features. (1) The dispatched AMU is
independent from the chosen hospital. The available AMU

closest to the accident scene is enquired first. Then the
most suitable hospital for providing the medical or surgical
operations for the injured or patient is decided. The AMU
and the hospital do not necessarily belong to the same
medical organization. (2) The AMU reports its location to
RTA periodically so RTA can precisely control the traffic
lights to smooth traffic for the AMU. (3) An OP-code Table
is established, through which the function of a wireless
message can be identified and recognized. (4) A double
authentication mechanism for wireless communication is
securely and completely constructed. (5) Wireless messages
delivered between RTA and AMU is more securely ensured
and flexibly protected with the deployment of the double
authentication mechanism. (6) For a rescue task, RTA
provides the dispatched AMU with a private cell phone
number so that the AMU and RTA can effectively handle
unexpected situations through the cell phone.

3.1 System Flow Chart
The system flow chart of the ATCS is shown in Figure 1.
Let’s briefly describe it first.

Informant Hospital

Figure 1 The System Flow Chart of the ATCS

Step 1: Informant — RTA: The informant notifies RTA of
the information of the accident scene (longitude
and latitude) and the condition of the injured. RTA
then implements a rescue event according to the
information.

Step 2: RTA — AMU: Based on the information of the
injured condition and accident scene, RTA searches
for a suitable AMU and the shortest path/route to
the accident scene. After that, it sends a message,
which contains the information of the injured, to
the AMU, and enquires the AMU to see whether it
is available to perform the rescue task or not.

Step 3: AMU — RTA: On receiving the task, the AMU
responds with yes/no of its availability. If no, RTA
repeats step 2. Otherwise the AMU returns a task
response message to RTA, and starts the rescue
task.

Step 4: RTA — hospital: Based on the information of the
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injured described by the informant, RTA selects the
closest hospital that meets the injured’s need, sends
the information of the injured condition to the
hospital, and enquires its availability.

Step 5: Hospital — RTA: On receiving the message, the
hospital responds with yes/no of its availability. If
no, RTA searches for another suitable hospital by
repeating step 4.

Step 6: AMU — RTA: On arriving at the accident scene,
the AMU transmits an accident-scene-arrival
message and current conditions of the injured to
RTA.

Step 7: RTA — AMU: RTA sends the name of the chosen
hospital and the information of the shortest route to
the hospital to the AMU.

Step 8: AMU — RTA: On arriving at the hospital, the
AMU transmits a hospital-arrival message to RTA
to notify the completion of the rescue task.

3.2 The Data Connection Core

In the ATCS, the high security level and the robust key
exchange process are, respectively, achieved and developed
by using the Data Connection Core (DCC), the format
of which is shown in Figure 2. The DCC consists of five
parameters, including AMUID, e,, d;, N, and Cellphone No,
which are stored both in an AMU and RTA when the AMU
registers itself with the RTA. AMUID is the identity of an
AMU and (e, d, N,) is the RSA-triple keys in which e; is
the RSA encryption key, d; is the RSA decryption key, and
N, is the RSA individual positive integer. Cellphone No is
the AMU’s cell phone number through which AMU can
communicate with RTA.

AMUID | k; | e; | d;| N;| Cellphone No

Figure 2 The Format of the DCC

3.3 The OP-Code Table

In the ATCS, the OP-code as the first field of a message
points out the process and function of the message. With the
OP-code, both sides of the communication can authenticate
whether the message received is really sent by the other side
or not. Table 1 lists definitions of the employed OP-codes.

Steps 1 ~ 6 are used by the AMU and RTA during
AMU’s travel from its current position to the accident
scene, while steps 7 ~ 10 are employed by the AMU and
RTA when the AMU is on the way to the hospital from the
accident scene.

3.4 Parameters and Functions
The parameters and functions utilized by the ATCS are
defined as follows.

Table 1 Definitions of Employed OP-Codes

OP-code
1 Designating the task (by RTA)

Replying the designation (by AMU)

Directing the AMU along the route (by RTA)

Continuously replying RTA with its current
location (Accident-scene bound) (byAMU)

5 Continuously directing and monitoring the
AMU (Accident-scene bound) (by RTA)

Arriving at the accident scene (by AMU)

Processes and functions

E-NEVS I )

Sending the hospital’s address and the shortest
route to AMU (by RTA)

8 Continuously replying RTA with its current
location (Hospital bound) (by AMU)

9 Continuously directing and monitoring the
AMU (Hospital bound) (by RTA)

10 Arriving at the hospital (by AMU)
11 ~15 Reserved

3.4.1 The Parameters
The parameters used by the ATCS are defined and

summarized below.

(1) AMUID: the identity of an AMU.

(2) (e, d;, N)): the individual RSA-triple keys in which e, is
the RSA encryption key, d, is the RSA decryption key
and N, is a positive integer.

(3) Cellphone No: the AMU’s Cellphone number.

(4) OP-code: the operation code which indicates the
process and function of a wireless message.

(5) T, the timestamp of current time.

(6) R, j =1~ 12: the random numbers generated by the
RTA.

(7) R, j =1 ~ 12: the random numbers generated by the
AMU.

(8) LA: the address of the accident scene expressed in
longitude and latitude.

(9) Route: the route from the AMU’s current location to the
accident scene.

(10)RTA-Cellphone-No: the RTA’s cellphone number
through which RTA can communicate with the AMU.

(11)DP,, DK,, DC,;, 0 < i < 18: dynamic random keys
generated by RTA and AMU, independently.

3.4.2 The Functions
The functions employed by the ATCS are defined as

follows.

(1) Exclusive-or operator @:

Encryption: ¢ = p®K,
Decryption: p = c®K.

(2) Binary-adder +:

Encryption: ¢ = p +, K, where p and K undergo binary
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addition, and the carry generated by the addition of the
most significant bits is ignored,

b . % c—K, if cz2K
ecryption: p =¢ — = — s
yp P z c+ , If c<K

where —, denotes the binary subtraction, and K is the
one’s complement of K. When ¢ > K, it means during
the encryption process, no carry is generated in the
most-bit addition. The decryption process only reverses
the operations of the encryption process. If ¢ < K, it
implies that in the encryption process, after binary-
adding K, the result, i.c., ¢, is smaller than K, indicating
that the carry generated in performing the most-
bit addition is omitted. Therefore, in the decryption
process, we need to add this carry, i.e., (K + K+1 ),
backto (c —K)® b, ie.,(c—K)+(K+K+1))=(c+
K+ 1) @ b, to recover the received c.

(3) RSA-En(m, e;): An RSA encryption function defined as
RSA — En(m, e;) = m“ mod N,, where m is a plaintext.

(4) RSA-De(c, d;): An RSA encryption function defined as
RSA — De(c, d)) = ¢“ mod N,, where c is a ciphertext.

(5) Eny(a, b, ¢): An encryption function defined as En,(a,
b, ¢) = (a®b) +, ¢, where a, b, and ¢ are random
parameters generated by the ATCS.

(6) Eny(a, str): An encryption function defined as En,(a,
str) = a®s,//a®s,/laDs,//...//a®Ps,, where str = s,5,55...5,
is a string and “//”” denotes concatenation.

(7) HMAC(k): A Hash-based message authentication code

generated by performing a hash function on both the
secret key & and the transmitted message to ensure the
certification and integrity of this message.
Example 1: If there is a message, OP-code | t,,,.. |
RSA-En(R,, €;) | En\(R,,, ki, R.,) | Eny(Rs, R,1, R,,) |
En(R.4, Ry, Ri3) | Eni(Rs, Ris, R.y) | Eny(Reg, Ry Ris) |
Eny(R,,, LA //route) | HMAC(R,s®R,s), transmitted
from RTA to an AMU, then HMAC(R,s®R,) is the
authentication code generated by invoking a hash
function to encrypt the plaintext, OP-code | t,,m. |
RSA-En(R,, e) | En\(R,, ki, R,1) | Eny(R,3, R, R |
Eny(R,4, R, Ry3) | Eny(R,s, R3, R) | Eny(Ryg, Ry Rys) |
Eny(R,;,, LA /lroute) | HMAC(R,s®R,).

(8) fi(New path): An encryption function defined as
JilNew path) = En,(DC®DK,, New path).

3.5 The Security Process between AMU and RTA

The security process between an AMU and the RTA as
shown in Figure 3 is described below.
Step 1: by RTA

On receiving an AMU-requesting call from an
informant U, RTA checks U’s nearby AMUs, chooses a
suitable one, and requests the AMU to go. When this AMU

accepts the task, RTA first retrieves the DCC of the AMU
from its DCC database, and stores the DCC in a dynamic
record, a record of its dynamic database used to keep track
of the rescue task of the AMU. RTA further

AMU RTA
Designate the task (message 1)

Step 2 Step 1

Step 3 Reply the designation (r 2) Step 4

Step6 (mestiarzgt ;h;:f?i/lcUL?glstn fc::ter;:tzerts) Step 5

rStEP 7 Continuously reply RTA with its current location (rr 4) Step 8

Step 10 Continuously direct and monitor the AMU (message5) Step9
L Step 11 Arrive at the accident scene (i 2e6) Step 12
Step 14 Send the hospital LA & the shortest route (rv ge7) Step 13
Step 15 Continuously reply RTA with its current location (v 8) Step 16
rStep 18 Continuously direct and monitor the AMU (message9) Step 17
Step 19 Arrive at the hospital (message10) Step 20

Figure 3 The Proposed Security Process between AMU and RTA

(1) randomly chooses twelve random numbers R,, ~ R,,,
from its random-number database, and generates a
parameter R;, by using four of the chosen random
numbers, i.e.,

Ry =Ry R)D(R,; +5 R,s) (1

(2) generates message 1, the format of which is shown in
Figure 4, and then sends the message to the AMU.

(3) randomly chooses twelve random numbers R, ~ R,,,
from its random-number database, and generates a
parameter R;, by using four of the chosen random
numbers, i.e.,

R, =Ry H R)BR,; +5 R,5) (D

(4) generates message 1, the format of which is shown in
Figure 4, and then sends the message to the AMU.

OP-code ‘ [nonce | RSA_E”(RH) e[) | Enl(RrZ’ ki) er) |
En(R5, R, R)) | Eny(Ro, R, Ry5) | Eny(Ros, Ry, R4 |
En (R, R4, R,5) | Eny(R,,, LA //route) | HMAC(R,s®R,)

Figure 4 The Format of Message 1

(5) randomly chooses twelve random numbers R,, ~ R,,,
from its random-number database, and generates a
parameter R;, by using four of the chosen random
numbers, i.€.,
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RLI = (RVZ +2 Rré)@(RfG +2 RrS) (1)

(6) generates message 1, the format of which is shown in
Figure 4, and then sends the message to the AMU.

In this message, OP-code (= 1) is the operation code,
Loonce 18 @ timestamp, and R,, ~ R, are six chosen random
numbers. AMU

(7) updates its dynamic record, the format of which is
(AMUID, k,, e, d., N,, Cellphone-No, R, ~ R,», R;,, LA,
route). In this record, the status of current step is set to
2, and several fields are set to nulls. The values of these
fields will be filled in in the following.

Step 2: by AMU

(1) When receiving message 1, AMU verifies whether the
OP-code of this message meets the status recorded
in AMU’s dynamic record (= 1), and ., ..iveq — Luonce 18
smaller than a pre-defined AT or not. If at least one is
false, the AMU discards this message and stops this
process. Otherwise, it decrypts this message, and

(2) decrypts RSA-En(R,,, e;) with d; where R, . = RAS-
En(R,,, e)" mod N, in which the subscript ¢ is used
to discriminate the one calculated by itself from the
one retrieved from a received message. Currently, it is
message 1.

(3) decrypts En\(R,,, k;, R,,) by using R, . and k, where R,, .=
{ G-R)®k, if y= R", where y=En,(R,, k, R)).

(y+R,+D®k, if y<R,
Only the AMU can decrypt En,(R,,, k;, R,;) by using
R, . and k; since e, k;, d,, and N, are only known by the
AMU and RTA. The processes of decrypting R,;. ~ R,
are similar to that of decrypting R,, .

(4) verifies whether HMAC(R,s ®R,.), = HMAC(R,s®R,),
in which the subscript r represents that the HMAC()
is retrieved from a received message. If the two
expressions are not equal, AMU discards this message
and the worker in the AMU calls the RTA to resend
message 1.

(5) generates R, . by invoking Equation (1).

(6) decrypts En,(R,,, LA//route) to obtain LA, and the route
by using R, ., i.e., LA//route = R;, @Eny(R,,, LA //
route).

Step 3: by AMU
In this step, AMU produces twelve random numbers

Ry ~ R, and

(1) sends a message, denoted by message 2, to RTA. The
format of this message is shown in Figure 5, in which
OP-code (= 2) and R, ~ R, generated by the AMU

~ R, produced by RTA. CurrentLo
is current location of the AMU expressed also by
longitude and latitude.

(2) updates its dynamic record
(AMUID, k,, e;, d,, N,, Cellphone-No, R,, ~ R, R, ~

are protected by R,,

OP—COde | AMU[D | Enl(Rah Rrb Rr2) | Enl(Rab RrZ’ Rr}) ‘
Eny(Ry, R, Ry) | Eny(Ryg, Ry, Ris) | Eny(R,s, Ros, Ryg) |
En(Ry, Ry, R.) | Reply | CurrentLo | HUAC(R,;®R )

Figure 5 The Format of Message 2

R, R,,, LA, route, CurrentLo) with a part of the data
carried in message 2, and status is set to 3. Currently,
several fields are set to nulls. They will be filled in in the
following.
Step 4: by RTA

When receiving message 2, RTA checks to see whether
the OP-code meets the RTA’s current status (= 2) or not. If
not, RTA discards this message and waits for a legal one.
Otherwise, RTA decrypts this message so as to know the
AMU’s decision, and starts
(1) decrypting AMU’s six encrypted random numbers R, ~

R, by using R,;, 1 <j <6, with the following formula.
-R . ..)VO®R,, if yZR, .,
R”/.c _ (y r(j+l)) rj f y r(j 1)7 1 S]S 6,
(v +R iyt 1)®R,;,-» if y<R .

where y = Eny(R,;, R, R,11)).

(2) verifying message 2 by checking to see whether
or not HMAC(R,;®R 5 .). HMAC(R,;®R ),. If not,
RTA discards this message and waits for a legal one.
Otherwise, it calls AMU to make sure the accuracy of
the content of message 2 through AMU-Cellphone-No.
Reply field in message 2 has three possible values, 1 ~
3. If the value is 1 (or 2), meaning that AMU can go to
the accident scene immediately (in a few minutes), the

ab,c

process goes to step 5. When it is 3, indicating that due
to some reasons AMU cannot go, then the process goes
back to step 1 to look for another available AMU.

Step 5: by RTA
RTA chooses a specific cellphone number, denoted by

RTA-Cellphone-No, and sends it to the AMU for urgent

needs. When an event unexpectedly occurs, the AMU can

call RTA through the cellphone. RTA performs this step by

(1) first generating a parameter R,, to protect R7TA-
Cellphone-No, where R, = (R, ®R,;,))®(R s +5 R,,0)-

(2) sending a message, denoted by message 3, to AMU.
The format of this message is illustrated in Figure 6, in
which OP-code = 3 and the six RTA random numbers
R, ~ R,, are encrypted by using the six AMU random
numbers R, ~ R.

OP-code | Enl(Rﬂa Rals Raz) | Enl(RrSa RaZa Ra}) ‘
Enl(Rr% Ra}: Ra4) | Enl(RrIOB Ra49 RaS) | Enl(erls RaS» RaG) ‘
En (R, 15, Rees Rit) | Eny(Ry,, RTA-Cellphone-No) |
HMAC(RVIZ@Ra6)

Figure 6 The Format of Message 3
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(3) generating dynamic random numbers DP, ~ DP,q,
DK, ~ DK 5, and DC, ~ DC|; to protect traffic light
numbers where DP, =R, 1 <j<12; DP,, =R, 1<
J < 6; DK, = R, ®R,,; DC, = R, +, Ry DPy = DK, +,
Ry, DK, = [(DP®DK, ) +, (R, ®DC, )I®(R,,ODC, ,),
DC, = [(DP®DK,.) +, (R,;®DC,)|®R,,ODK;), 1 <
i<18.

(4) updating the AMU’s dynamic record, i.e., (AMUID,
k., e, d,, N, Cellphone-No, status (= 4), R, ~ R,,, R,
~ Ry, R;\, R;», LA, route, CurrentLo, RTA-Cellphone-
No, DP, ~ DP;, DK, ~ DK s, DC, ~ DC\5) with the
parameter values newly produced.

Step 6: by AMU

(1) When receiving message 3, AMU checks to see whether
or not the OP-code of this message meets the status (= 3)
recorded in its dynamic record. If not, it discards this
message and waits for a legal one. Otherwise, AMU
decrypts the encrypted R, ~ R,,, carried in message 3

(V=R ®R,jgys I Y2 Ry 7 <

(y+ R s+ nNe Rye» if ¥< Ra(j75)’ B

Jj <12, where y = En\(R,;, R ;¢ Rys5) and R, = R,;.

The latter means the initial value of R, is the same as

where R, = {

the value of R,;.

(2) generates R, where R, . = (R, ®R,; JO(R,s +; R10.)-

(3) verifies message 3 by checking to see whether
HMAC(R, 1, DR ). Z HMAC(R,,,®R,),. If not, it
discards this message, calls RTA to resend message 3,
and repeats step 6. Otherwise, it

(4) decrypts the encrypted RTA-Cellphone-No by using
R,,. where RTA-Cellphone-No, = R, @En,(R,, RTA-
Cellphone-No),.

(5) generates DP, ~ DP,s, DK, ~ DK,5 and DC, ~ DC|4 by
invoking R,;, ~ R,;,. and R, . (see substep (3) of step5).

(6) sets counter i = 0.

Step 7: by AMU

(1) sets i = i+1 and OP-code = 4, AMU periodically
sends its CurrentLo carried in message 4 to RTA until
arriving at the accident scene. The format of message 4
is illustrated in Figure 7, in which AMU’s CurrentLo is
protected by DP; and DK;, i counts the number of times
that AMU sends its current location to RTA, where j =i
mod 18+1, k=i mod 19. Next, AMU.

(2) updates its dynamic record, i.e., (AMUID, k, e;, d, N,
Cellphone-No, status, R,; ~ R, 5, R, ~ R,15, R;1, R;,, LA,
route, CurrentLo, RTA-Cellphone-No, DP, ~ DP\s, DK, ~
DK, DC, ~ DC3), with the new information carried in
message 4, and status is set to 5.

OP-code | AMUID | i | Eny(DK;, DCy) | En(CurrentLo,
DP,, DK,) | HMAC(DP,@DC))

Figure 7 The Format of Message 4

Step 8: by RTA
When receiving message 4, RTA

(1) verifies whether the OP-code of message 4 meets the
status (= 4) recorded in the AMU’s corresponding
dynamic record or not. If not, RTA discards this
message and waits for a legal message 4. Otherwise, it

(2) verifies whether Eny(DK,, DC,), = Eny(DK,, DC)),.j = i
mod 18+1, k=i mod 19. If yes, flagl = true; Otherwise,
flagl = false.

(3) verifies whether HMAC(DP,®DC),), <
HMAC(DP®DC)),. If yes, flag2 = true; Otherwise,
flag2 = false. If both flags 1 and 2 are false, due to poor
communication quality or receiving a falsified message,
RTA discards this message and calls AMU to retransmit
message 4. Otherwise, RTA

(4) decrypts the encrypted current location of the AMU
from the received message where CurrentLoc =

(y-DK,)®DP, if y=DK,
{(y+DKk +)®DP, if y<DK,
(CurrentLo, DP,, DK,).

(5) controls traffic lights in front of the AMU on the route
immediately.

Step 9: by RTA

(1) RTA sends message 5 to AMU. The format of this
message is shown in Figure 8, in which j =i mod 18+1,
k =1imod 19, OP-code = 5, and TL-Name is the name
of the next traffic light that should be turned to green.
If the value of Reply field in message 5 is 1, implying
that no new route is required, then f,(New path) is set
to Null. If the value is 2, implying that the path has to
be changed, then f,(New path) = En(DC,®DK;, New
path), and RTA needs to call and warn AMU to follow
the new route. After that, RTA’s status is set to 6.

, where y = En,

OP-code | i | Eny(DC,, DK,) | Reply | fi\(New path) |

Eny(DP®DK,, TL-Name) | HMAC(DP®DC,)

Figure 8 The Format of Message 5

(2) RTA updates the AMU’s dynamic record, i.e., (AMUID,
k, e, d,, N,, Cellphone-No, status, R,, ~ R.;5, R,; ~ R,
R\, R;,, LA, route, CurrentLo, RTA-Cellphone-No, DP,
~ DP,,, DK, ~ DK s, DC, ~ DC\g, TL-Name), with the
new information carried in message 5 and status is set
to 4 or 6, where 4 and 6 indicate that the guidance is no
longer required and is required, respectively.

Step 10: by AMU
On receiving message 5 from RTA, AMU

(1) verifies whether the OP-code carried in this message
meets the status (= 5) recorded in its dynamic record or
not. If not, AMU discards this message and waits for a
legal one. Otherwise, it
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(2) checks to see whether Eny(DC,, DK)), z En,(DC,, DK,),,
j =imod 18+1, k =i mod 19. If yes, flagl = true;
Otherwise, flagl = false.

(3) verifies message 5 by checking to see whether
HMAC(DP®DCy), z HMAC(DP®DC,),. 1f yes, flag2
= true; Otherwise, flag2 = flase. If both flags 1 and 2
are false, AMU discards this message and calls RTA
to enquire the details of message 5. Otherwise, AMU
checks the value of Reply field conveyed in message 5. If
itis 1, then go to step 10-(4). If the value is 2, implying
that a new route is given, then it decrypts the encrypted
New path, i.e., New path = (DC,®DK)®f,(New path),
where j =i mod 18+1, k=i mod 19.

(4) decrypts TL-Name where TL-Name = (DP®DK;)®
Eny(DP®DK,, TL-Name)

(5) checks current location, if CurrentLo # LA, meaning
that it is now still on its way to the accident scene,
AMU updates its dynamic record with parameter values
newly generated. Status is set to 5 and the process goes
to step 7. Otherwise, indicating AMU has arrived at the
accident scene, then it

(6) updates its dynamic record with the new information
carried in message 5 and goes to step 11.

Step 11: by AMU

(1) On arriving at the accident scene, AMU sends message
6 to RTA. The format of this message is shown in
Figure 9, in which OP-code is 6 and R,
protected by e, k;, and recursively by R, ~ R,,,. Also,

~ R,, are

it requires a couple of minutes to move the injured
into the AMU. AMU then updates its arguments with
new values for the trip from the accident scene to the
hospital. Then, AMU

(2) generates new R, and new R,,, denoted by R’;, and R,
respectively, where R’;, = (R,; +, R,,))®(R, +> R ) and
R’ = (R, 1, Ryyo))®(Royy T2 Raa)-

(3) updates its dynamic record with the new information
carried in message 6 where status is set to 7.

OP-code | AMUID | RSA-En(R,,, €;) | En\(Rg, k;, R,;7) |
Eny(Ru9, Rz, Rig) | Eny(R 105 Rygs Rig) | Eny(R 15 Rygy Roio) |
Eny(Rui25 Ruos Ra)) | HMAC(R s®R,,1,)

Figure 9 The Format of Message 6

Step 12: by RTA
Upon receiving message 6, RTA

(1) verifies whether the OP-code carried in message 6 is
the same as the status (= 6) recorded in this AMU’s
dynamic record or not. If not, RTA discards this
message, and waits for a legal one. Otherwise, it

(2) decrypts the encrypted R,; where the calculated R, is
R,;.= (RSA — En(R,;, e))" mod N..

(3) decrypts the encrypted R,; by using R;,c and k; where

(y- Ra7,u) ®k, if y=2R,,

ane :{(y+R +1) @k, if y<R,,
En(Ryg, ki R7).

, Where y =

al,c

(4) decrypts the encrypted R, ~

{ (y _Ra(j—l),c) OR, oy I V2R,

(y+ Ryinet D@ Ry imer I V<R,
=En(R,, Ry Ryyr), 9 <j < 12.

(5) verifies whether HMAC(R ,, ®R,,,.). =
HMAC(R 4®R,»),. If not, AMU discards this message
and calls RTA to enquire the details of message 6.
Otherwise, RTA

(6) generates new R’;; and new R’;, where R’ . = (R, +,
R )®OR s, 1y Rooo) and Ry = (Ry5 +5 Rapo )O(Ruy1 T
RuIZ,c)‘

Step 13: by RTA

(1) In this step, RTA sends message 7, which carries the

R, , where R, . =

aj,c

, Where y

name, phone number, location and address of the
designate hospital, to AMU. The format of message 7 is
shown in Figure 10, where OP-code is 7. RTA then

(2) generates new DP, ~ DP,y, DK, ~ DK s and DC, ~
DC\g, which are calculated by using AMU’s random
numbers R, ~ R,,,, old DP, ~ DP,, old DK, ~ DK ; and
old DC, ~ DC\, i.e., DP;, = (DP@R,;) +, (Rs®DK)),
DK;. = (DK®R) +; (R,1,09DC), DC,. = (DCOR,,) +,
(R,1,®DP), 0<i<18.

(3) updates this AMU’s dynamic record with the parameter
values conveyed in message 7, in which status is set to 8.

OP-code | En,(R’;,, hospital name//phone
number//location and address) | Eny(R’},, route) |

HMA C(RaIO@Rall)

Figure 10 The Format of Message 7

Step 14: by AMU

(1) When transporting the injured toward the hospital and
receiving message 7, AMU verifies the message by
checking to see whether the OP-code carried in this
message is equal to the status (= 7) kept in its dynamic
record, and verifies whether HMAC(R,,,®R,,,), Z
HMAC(R,,0PR ,11)insice- If the message cannot pass both
verifications, AMU discards this message and calls RTA
to enquire the details of message 7. Otherwise, AMU

(2) decrypts the encrypted hospital information by
employing R’;, and En,() function, i.e., hospital name//
phone number//location and address = R’ ®En,(R’,,,
hospital name//phone number//location and address).

(3) retrieves the route, and follows the route to go to the
hospital where route = R’;,®En,(R’},, route).




26  Journal of Internet Technology Volume 16 (2015) No.1

(4) generates new DP, ~ DP;, DK, ~ DK ; and DC, ~
DC\, all of which are calculated by using AMU’s
new random numbers Ra,; ~ Ra,,, old DP, ~ DPq,
DK, ~ DK s and DC, ~ DC\, i.e., DP,. = (DP@®R ) +,
(Rs®DK)), DK;, = (DK/®R,) +; (R,,09DC)), DC;, =
(DCOR,1) +, (R,,®DP), 0 < i< 18.

(5) updates its dynamic record with the new parameter
values. After that, Route, DP, ~ DP,s, DK, ~ DK ¢ and
DC, ~ DC|; are all new values, and OP-code is set to 8.

(6) resets i to 0.

Step 15: by AMU

(1) AMU periodically sends message 8, which carries
AMU’s current location, i.e., CurrentLo, to RTA until
it arrives at the hospital. The format is this message is
shown in Figure 11, where OP-code is 8.

OP-code | AMUID | i | Eny(DK;, DC,) |
En\(CurrentLo, DP;, DK,) | Speed | HMAC(DP,®DC))

Figure 11 The Format of Message 8, which Is Sent to RTA by
AMU

CurrentLo is protected by DP; and DKk, and i
represents the ith time that AMU sends its current
location to RTA, where j =i mod 18+1 , k=i mod 19.

(2) updates its dynamic record with the new information
carried in message 8 in which status is set to 9.

Step 16: by RTA
When receiving current location of AMU, RTA

immediately controls traffic lights to support AMU’s

driving on the route. RTA

(1) first verifies whether the OP-code of message 8 is the
same as the status (= 8) recorded in AMU dynamic
record or not. If they are not equal, RTA discards this
message and waits for a legal message 8. Otherwise, it

(2) verifies whether En) (DK}, DC)), z Eny(DK;, DC}), where
the subscript ¢ (r) indicates the value of the parameter
is obtained by calculation (retrieved from message 8).
If they are equal, flagl = true. Otherwise, flagl = false.

(3) verifies whether HMAC(DP®DC)), Z HMA C(DP@DC)..
If yes, flag2 = true. Otherwise, flag2 = false.

(4) If both the two flags are false, RTA discards this
message and calls AMU to retransmit message 8.
Otherwise, RTA

(5) decrypts the encrypted current location of m
AMU fro message 8, i.e., CurrentLo =

(y-DK,)®DP, if y=DK,
{(y+DKk +1)@®DP,, if y< DK,
DP, DK)).

(6) starts controlling those traffic lights on the route from

the AMU?’s current location to the hospital.

where y = En,(CurrentLo,

Step 17: by RTA

(1) RTA sends message 9 to AMU. The format of this
message is illustrated in Figure 12, in which j = i mod
18+1, k=i mod 19, OP-code is 9, and TL-Name is the
name of the next traffic light that has to be turned to
green.

OP-code | i | En)(DC,, DK,) | Reply | f,(New path) |
Eny(DP@DK,, TL-Name) | HMAC(DP@DC,)

Figure 12 The Format of Message 9, which Is Sent to AMU by
RTA

(2) If the value of the Reply field carried in message 9 is
1, implying that the route is still fine, f,(New path) is
set to Null. If the value is 2, implying that a new path
is required, f,(New path) = En,(DC,®DK;,, New path),
and status is set to 8 or 10, where 8 and 10 indicate that
the guidance is still required and no longer required,
respectively.

(3) updates this AMU’s dynamic record with the parameter
values conveyed in message 9.

Step 18: by AMU
On receiving message 9, AMU

(1) verifies message 9 received from RTA by checking
to see whether its OP-code is the same as the status
(= 9) recorded in its dynamic record. If not, AMU
discards this message and waits for a legal message 9.
Otherwise, it

(2) checks to see whether En,(DC,, DK), z Eny(DC,, DK))..
If yes, then flagl = true. Otherwise, flagl = false.

(3) verifies whether HMAC(DP®DC,), £ HMAC(DP@DC))..
If yes then flag2 = true. Otherwise, flag2 = false. If both
the two flags are false, AMU discards this message
and calls RTA to enquire the details of message 9.
Otherwise, the process continues.

(4) If the value of the parameter Reply field is 1, meaning
that AMU does not need a new route, the process
goes to next substep, i.e., substep 18-(5). If the value
of is 2, implying that a new route is required, then it
decrypts the encrypted New path, i.e., New path
(DC®DK)®f\(New path), where j =i mod 18+1, k=i
mod 19.

(5) AMU decrypts TL-Name where TL-Name
(DP®DK)®En,(DP®DK,, RG-Name).

(6) updates its dynamic record with the new information

carried in message 9. Note that if the value of Reply is 2,
the route has been substituted by a new one.

(7) AMU checks current location, if CurrentLo #
HospitalLo, meaning that AMU is now still on the way
to the hospital, AMU updates its dynamic record with
the parameter values newly generated, status is set to
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9 and the process goes to stepl5. Otherwise, implying
that AMU arrives at the designate hospital, the process
goes to step 19.

Step 19: by AMU

(1) On arriving at the hospital, AMU sends message 10
to RTA to inform RTA of the arrival. The format of
Messagel0 is shown in Figure 13, in which OP-code is
10.

OP-code | AMUID | En,(R,15, Royo R1y) |
HMA C(er()@RalZ)

Figure 13 The Format of Message 10

(2) AMU updates its dynamic record, (AMUID, k;, e;, d;, N,,
Cellphone-No, status, R,, ~ R,,, R, ~ R,1», R\, R},
LA, route, HospitalLo, hospital name, hospital phone
number, CurrentLo, RTA-Cellphone-No, TL-Name,
DP, ~ DP\s, DK, ~ DK s, DC, ~ DC|s), with the new
information, and status is set to 1. At last, AMU stores
all the information of the dynamic record is its own
dynamic database.

Step 20: by RTA

(1) On receiving message 10, RTA verifies whether the
OP-code carried in this message is the same as the
status (= 10) kept in AMU dynamic record or not. If
not, AMU discards this message, calls RTA to enquire
the details of the message and waits for a legal message
10. Otherwise,

(2) RTA further verifies whether En (R, .5, R100 Roy), =
En,(R, 15, R.10, Ro1).- If yes, flagl = true. Otherwise,
flagl = false. Also, RTA continues verifying
HMACR,,BR,15.0). 2 HMAC(R,,(®R,,,),. I yes, flag2
= true. Otherwise, flag2 = false.

(3) If both the two flags are false, illustrating that it is an
error message generated by hackers or the transmission
message is seriously interfered, RTA calls AMU to
enquire the content of message 10, and the process goes
to step 19. Otherwise, implying that AMU has arrived
at the hospital, RTA calls AMU to confirm the arrival.
RTA updates AMU’s dynamic record, (AMUID, k,

e;,, d,, N,, Cellphone-No, status, R,, ~ R,,, R,; ~ R,1», R},

R’,,, LA, route, hospital LA, hospital name, hospital phone

number, CurrentLo, RTA-Cellphone-No, TL-Name, DP, ~

DPs, DK, ~ DK s, DC, ~ DC}), with the new information.

At last, RTA stores all information in its own database, and

the rescue task is finished.

4 Security Analyses

In this section, we analyze the security of (1) the key
exchange process, i.e., steps 1 ~ 6 and steps 11 ~ 12; (2)

the transmitted data which is protected by En,() function;
(3) the wireless messages; (4) the double authentication
mechanism. We also describe how the ATCS effectively
defends four common attacks, including eavesdropping
attack, forgery attack, replay attack, and man-in-the-middle
attack.

4.1 Security of the Key Exchange Process

Two operators, i.e., exclusive-or @ and binary-adder
+,, are employed by the ATCS. Let X and Y be two keys,
each of which is n bits in length. The probability p of
recovering the value of (X, Y) from illegally intercepted X®Y

(X +, Y) on one trial is P = % [22]. What is the security

level of random numbers R,; ~ R,,,, R,; ~ R,;, when they are
transmitted between AMU and RTA.

Lemma 1: Assume that the random number R, as a key is
n-bits in length. The probability p of recovering the value
of R, from illegally intercepted RSA-En(R,, ;) on one trial

isP= %
Proof: "."RSA-En(R,, ¢;) = R’ mod N,. However, the RSA-
triple keys (e;, d;, N;) of an AMU are only known by the
AMU and RTA before the wireless communication begins.
Hence, hackers cannot obtain the RSA-triple keys (e;, d;, NV,)
from the messages delivered through the wireless channels.

Moreover, since different AMUs are given different (e,,
d,, N;)s, hackers cannot acquire information concerning the
(e;, d,, N;) from other AMU’s wirelessly delivered messages.
The lack of the values of ¢, d;, and N, makes hackers unable
to break RSA-En(R,, e;) to obtain R,. The only possible
method to obtain R, is by blind guessing. Hence, the
probability p of recovering the value of R, from illegally

intercepted RSA-En(R,, e;) on one trial is P = DR
In steps 1 ~ 6 and steps 11 ~ 12, the transmitted random
numbers R, 2<;<12,and R, 1 <j# 7 <12, are protected

by a security scheme, called the keys-protection-key chain

aj>

mechanism. Since some keys are known only by the AMU
and RTA before the wireless communication starts (we
call them connection keys), a transmitted key can be well
protected by encrypting it with the connection keys. In fact,
the keys-protection-key mechanism is a protection chain, in
which the first protected transmitted key is used to encrypt/
protect the second transmitted key, which together with the
first transmitted key is then employed to encrypt the third
transmitted key, and so on.

Lemma 2: The transmitted random numbers R,;, 2 <;j < 12,
and R, 1 <j#7 <12, employed by the ATCS are protected
by a keys-protection-key chain mechanism. Let each of the

aj>

transmitted random numbers 7 and keys x and y be n-bits in
length. The probability p of recovering the value of » from

illegally intercepted En,(r, x, ) on one trial is p = %
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Proof: First: "."En (r, x, y) = (r®x) +, y, Decrypt it, then
o (En,(r,x,y)—y)®x, if En(r,x,y)=y 2
(En,(r,x,y) +y+D)®x, if En (r,x,y)<y

Equation (2) shows that if hackers wish to acquire the
exact value of » from the illegally intercepted En,(r, x, y),
they need the exact values of x and y. However, x and y are
only known by AMU and RTA, hackers do not know their
values. Hence, the probability p of recovering r, x and y

from En,(r, x, y) by invoking Equation (2) is (%)2 which is
very smaller than % , the probability of blind guessing the

value of r on one trial when En,(r, x, y) is known, showing
that, no matter whether Equation (2) is employed or not,
the probability p of recovering the value of » from a known

En(r,x,y)isp= %
Second: Message 1 and Lemma 1 indicate that the
transmitted random number R,, is well protected by
employing RSA-En(R,,, ¢;). The key R,, as a connection
key is only known by the AMU and RTA. In message 1, R,
together with the individual characteristic key k; are used
to protect the transmitted random number R,,. Then R, is
well protected by employing En,(R.,, k;, R,;), and the keys
R., and R,, are now new connection keys which are only
known by the AMU and RTA. They in message 1 are used
to protect the transmitted random number R,; by employing
En(Rs, R, R,), and R, R s, and R ¢ are each protected by
the similar method.

Hence, the transmitted random numbers R,,, 2 <j < 6,
in message 1 are protected by a keys-protection-key chain

1j°

mechanism. Similarly, the transmitted random numbers R,
7<j<12,and R,
2, 3 and 6, are protected by a keys-protection-key chain
mechanism. Q.E.D.

Lemma 3: In message 1, HMAC(R,s®R,;) is an
authentication code with three security functions, including

1 <j# 7 <12, appearing in messages

authentication, non-repudiation and integrity.

Proof:

(Proof of authentication)

Lemma 1 and Lemma 2 show that the transmitted random

numbers R, 1 <j < 6, in message 1 were well protected.

1o
Hence, the only mechanism that can correctly generate the
authentication code HMAC(R,s®R,¢) should be the one with
the DCC of the AMU. However, hackers cannot acquire
the correct DCC of the AMU so that they cannot correctly
generate HMAC(R,s®R,s). Only the legitimate AMU
who has the correct DCC can make HMAC(R.s®R,s), =
HMAC(R,s®R,), where the subscripts ¢ and 7 stand for
calculation and received, respectively. Those illegitimate
hackers who have no DCC of the AMU cannot achieve this.

(Proof of non-repudiation)

From the analysis above, only the legitimate AMU
who has the correct DCC can make HMAC(R,s®R,s), =
HMAC(R,s®R,),. This implies that message 1 is sent by the
one who has the correct DCC, indicating that the AMU is a
legitimate one.

(Proof of the integrity)

HMAC(R,s®R,) is the authentication code generated by
invoking a hash function performed on the plaintext, OP-
code | .. | RSA-En(R,,, €) | En,(Rys, ki R.)) | Eny(Ros,
R\, Ry) | Eny(R,4, Ry Ry3) | Eny(Rs, Risy Roy) | Eny(Ry, R,
R.5) | Eny(R,,, LA//route), with the key, R,s®R,. If either
the plaintext or the key has been illegally tampered, then
HMAC(R,s®R,s), # HMAC(R,s®R,¢), since the value of
HMAC(R,s®R,¢) cannot be correctly calculated by those
hackers who have no correct DCC of the AMU. Hence, if
HMAC(R,s®R,). = HMAC(R,s®R )., it means that message
1 has not been illegally tampered and the integrity has been
maintained. Q.E.D.

4.2 Security of the Data Protected by En,() Function

Eny(a, str) = a®s,/[aDs,//aDs,//...//la®s, indicates that
str is protected by key a. But, it is a fixed key encryption
mode. Someday str may be cracked by Violence Act
attacks, even key a is unknown by hackers. For message 1,
the AMU may arrive at the accident scene before En,(R,,,
LA//route) is cracked by hackers. However, even R;,, LA,
and route are known by hackers, the ATCS is still secure
since they are used only once. In the next rescue task, they
will be regenerated and of course are different from those
produced in the underlying task. In fact, the two sets of
data of two rescue tasks are unrelated. Further, R,, = (R, +,
R,)DP(R; +, R5) indicates that R, R, R,;, and R 5 are still
secure, even through R, is known by hackers.

4.3 Security of the Delivered Messages

In message 1, random numbers R,; and R, are
protected by the keys-protection-key mechanism. Hence,
R,s®R, is unknown to hackers. The delivered messages
employing HMAC(K) have three security functions,
including authentication, non-repudiation and integrity
[22]. Furthermore, if the messages delivered between RTA
and AMU employ the combination of OP-code, t,,,. and
HMAC(R,s®R,), they can effectively defend the replay
attack [22]. Hence, the security levels of the messages
delivered in and protected by ATCS are high.

4.4 Security of the Double Authentication Mechanism

In order to have a more secure, flexible, and fault-
tolerant authentication mechanism to protect messages
wirelessly delivered between AMU and RTA, ATCS adopts
a mutual authentication mechanism to transmit messages 4,
5, 8, and 9.
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In message 4, both Eny,(DK}, DC,) and HMAC(DP,®DC))
are authentication codes, in which (1) if the two
communication parties, i.e., AMU and RTA, have
commonly shared dynamic random numbers DK, and
DC,, then AMU can correctly produce an authentication
code, Eny(DK;, DC,), on its side, and RTA can perform
authentication on the other side; (2) not only dynamic
random numbers DP, and DC; should be commonly
shared by the two communication parties, i.e., AMU and
RTA, but also the whole message of message 4 cannot
be altered in the situation where the authentication code,
HMAC(DP,@®DC)), produced on the AMU side can be
correctly authenticated by the RTA. Obviously, this
authentication mechanism may be affected by the unstable
transmission of message 4. For example, if the signal is
interfered, the authentication result will be incorrect.

To increase the security level, flexibility, and fault-
tolerant capability of the authentication mechanism for
the wirelessly delivered messages, we adopt the double
authentication mechanism, in which if both authentication
codes, En,(DK;, DC,) and HMAC(DP,®DC;)), pass the
authentication, this indicates that the communication
is valid and the communication signal is stable. But
if only one of the two authentication codes, En,(DK,
DC,) or HMAC(DP,@DC)), passes the authentication,
the communication is still valid. But the communication
signal is unstable. In this case, AMU and RTA can
communicate with each other through cell phones to
confirm the information transmitted between them. If both
authentication codes, £n,(DK;, DC,) and HMAC(DP,®DC)),
fail, that means the delivered message is invalid and the
communication quality is poor. In this case, AMU and
RTA should contact each other also through cell phones to
confirm the information delivered between them.

4.5 Cryptanalysis of Attacks

The ATCS can effectively defend eavesdropping,
forgery, replay, and Man-in-the-middle attacks.
4.5.1 Preventing Eavesdropping Attacks

Eavesdropping due to the wireless nature is a type of
attack not easy to be discovered. Hackers may maliciously
intercept the messages sent by AMU or RTA, and analyze
the messages to acquire useful information.

In the ATCS, hackers can only acquire random numbers
R., ~ R, from the illegally intercepted message 1. However,
from Lemma 1 and Lemma 2, we can comprehend that the
probability p of recovering the value of R,; from known
RSA-En(R,,, €,) is p = %, the probability p of recovering
the value of R, from known En,(R,, k;, R,,) is also p = S
and the probability p of recovering each of the value of
R, 3 <j <6, from known En (R, R, R1),3<j<6

isp= % as well, showing that R, ~ R are well protected.

Furthermore, since the encryption key R,s®R,, in HMAC()
is unknown by hackers, they cannot produce the correct
authentication code HMAC(R,s®R,), implying that hackers
cannot easily crack the delivered random numbers and the
authentication code, solve the transmitted messages and
acquire the plaintext, meaning the plaintext is secure.

4.5.2 Preventing Forgery Attacks

Hackers often masquerade themselves as legitimate
AMUs or the RTA to acquire the authentication
information. Namely, if a system does not provide a mutual
authentication, a hacker may be considered as a legitimate
AMU (or RTA), and then the messages sent to the RTA (or
AMU) will be treated as legal ones.

Lemma 3 shows that the key exchange mechanism of
the ATCS preserves mutual authentication, implying that
only the one who has the DCC can correctly generate the
dynamic authentication code HMAC(R,s®R,). The forged
messages generated by hackers who do not have the DCC
cannot pass the authentication and will be discarded by
AMU or RTA. That means the ATCS can defend forgery
attacks effectively.

4.5.3 Preventing Replay Attacks

When intercepting an authentication message, hackers
will tamper it and send it to AMU or RTA to gain the trust.
Hackers may also send duplicate messages two or more
times to AMU or RTA, to confuse the receiver which
messages are the legal ones.

In message 1, both 7,,,., and HMAC(R,s®R,) provide
the security functions which can effectively defend the
replay attacks.

If hackers illegally duplicate message 1, and resend
it, then T

nonce

contained in this message is very different
T\onee = AT where AT is a

nonce —

from current time so that 7),;,.. —
predefined short time period. The message will be discarded
by the AMU. If hackers modify 7,,,. to current time, the
value of calculated HMAC(R,s®R,;) will change, and also
without the correct DCC, hackers cannot calculate the
correct value of HMAC(R,s®R,). Hence, HMAC(R,s®R).
will not be equal to HMAC(R,s®R )1, indicating that the
security function provided by 7,,,.. and HMAC(R,s®R,)
can effectively defend the replay attacks.

Furthermore, sending the duplicated message 2 to
RTA is also useless since the time point of sending the

once

duplicated message 2 is very later than the time point when
the original one was delivered. When the RTA receives
message 2 from the legitimate AMU, and message 2 passes
the authentication test, the internal state of the RTA will be
set to the next state. But the state carried in the OP-code of
the duplicated message 2 remains in its original state, which
does not meet the state of the receiver. The other duplicated
messages have the similar phenomenon. Hence, the ATCS
can effectively defend the replay attack.
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4.5.4 Preventing Man-in-the-Middle Attacks

Each message has its own HMAC(). If the hackers
grab the message and tamper it, the calculated and received
HMAC()s will be different. Also, even though the hackers
grab the message, they cannot decrypt the message because
all delivered random numbers are protected by the RSA
algorithm. Without the random numbers, i.e., the encryption
keys, hackers cannot decrypt the protected parameters.

5 Conclusions and Future Work

In this study, we propose the ATCS, in which when
an accident occurs, RTA searches the most suitable AMU,
computes the shortest path from the AMU’s current position
to the accident scene, and controls traffic lights on the path
so that the AMU can rush to the accident scene without
traffic delay. When the AMU is now on the way to the
designate hospital, the RTA does the same.

We use RSA algorithm and keys-protection-key chain
mechanism to protect the random numbers delivered
through wireless channels. Without decryption keys,
hackers cannot decrypt the encrypted parameters. Also, time
stamps and HMAC() are deployed so that the transmitted
messages are well protected to avoid Replay and Man-in-
the-middle attacks. The Appendix of this paper summarizes
the authentications performed in all steps of the ATCS.

In the future, we would like to develop the proposed
system’s formal behavior and reliability models so that
users can know the behavior and reliability before using
it [23]. We also like to change the role of controlling the
traffic lights from the RTA to AMU. The reason is that
once some exception handling is required by the AMU,
e.g., if there is another traffic accident in front of the AMU,
then the AMU has to change its path. Now, even though
the traffic lights of the original path are under control, the
AMU cannot go ahead. If traffic lights are under the AMU’s
control, the problem can be solved. Those constitute our
future research.
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Appendix

A Secure Authentication System for Controlling Traffic Lights for Ambulances

The summary of the authentications performed in the ATCS.

Figure A1 The Summary of the Verifications in All Steps of the Proposed System

33

Step # Sender Authentication Verifier
Step 2 RTA HMAC(R,s, ® Ry,.). = HMAC(R s ® R,), AMU
Step 4 AMU HMAC(R,, ® R,.). = HMAC(R ; @ R,q), RTA
Step 6 RTA HMAC(R, 1. ® R,5). = HMAC(R, 1, ® R,), AMU
Step 8 AMU EnyDK,, DC)). % Eny(DK,, DC,)), RTA
Step 8 AMU HMAC(DP, ® DC)). 2 HMAC(DP, @ DC), RTA
Step 10 RTA Eny(DC,, DK,). = Eny(DC,, DK,), AMU
Step 10 RTA HMAC(DPj @ DC,), £ HMAC(DP, ® DC,), AMU
Step 12 AMU HMAC(R,5. ® R,,.). > HMAC(R,, ® R,.,), RTA
Step 14 RTA HMAC(R 1o ® Ry, = HMAC(R,,, ® R,)). AMU
Step 16 AMU Eny(DK,, DC)). % Eny(DK,, DC,)), RTA
Step 16 AMU HMAC(DP, ® DC)), %2 HMAC(DP, @ DC)), RTA
Step 18 RTA Eny(DC,, DK,), % Eny(DC,, DK,), AMU
Step 18 RTA HMAC(DP, @ DC,),2 HMAC(DP, ® DC)), AMU
Step 20 AMU Eny(R,15 Rvgy Rty = Eny(R,1s Roygs Ror). RTA
Step 20 AMU HMAC(R, 5, ® R,1.). = HMAC(R,,, ® R,.,), RTA







